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1 070.206 CHFS Remote User Support 
Category: 070.000 Administration   
 
 

1.1 Purpose 
The Cabinet for Health and Family Services (CHFS) Office of Administrative and 
Technology Services (OATS) must establish an acceptable level of security controls to 
manage a CHFS Remote User Support Policy. This document establishes the agency’s 
CHFS Remote User Support Policy, which reduces the overall risk(s), and provides 
guidelines for security best practices regarding remote user support.  
 

1.2 Scope 
The scope of this policy applies to all CHFS employees, consultants, temporary 
personnel, third party providers under contract with a CHFS agency, and other entities 
that interact with CHFS information related resources. This policy covers the applicable 
computer, application, and data communication systems. 
 

1.3 Roles and Responsibilities  

1.3.1 OATS Information Security Team  

Responsible for the assessment, planning, and implementation of all security 
standards, practices, and commitments required. This team is responsible for the 
adherence of the CHFS Remote User Support Policy.    

1.3.2 Privacy Lead 

The individual(s) responsible for providing security and privacy guidance for 

protection of Personally Identifiable Information (PII), Electronic Protected Health 

Information (ePHI), Federal Tax Information (FTI) and other sensitive information 

to all CHFS staff and contractor personnel. This role is responsible for the 

adherence of the CHFS Remote User Support Policy in concert with the OATS 

Information Security (IS) Team. 

1.3.3 CHFS Staff and Contract Employees  

Individual(s) must adhere to the CHFS Remote User Support Policy as well as 

referenced documents that pertain to the agency’s applications, application 

servers, appliances, operating systems, web servers, network components, and 

database (server or components) that reside on CHFS/OATS information 

system.    
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1.4 Management Commitment 
OATS Division Directors and the OATS Chief Information Officer (CIO) approve this 
Policy Senior Management supports the objective put into place by this policy. 
 

1.5 Coordination among Organizational Entities 
OATS coordinates with other organizations or agencies within the cabinet with access 
to applications or systems. All organizational entities that interact with CHFS systems, 
within OATS, are subject to follow requirements outlined within this policy.  
 

1.6 Compliance 
CHFS abides by the security and privacy requirements established in the National 
Institute of Standards and Technology (NIST), the Internal Revenue Services (IRS), the 
Social Security Administration (SSA), the Centers for Medicare and Medicaid Services 
(CMS), as well as other federal and state organizations as the official guidance domain 
for this policy.  
 
 

2 Policy Requirements 
 

2.1 General 
Commonwealth Office of Technology (COT) staff has limited ability to support users of 
CHFS network resources that connect from remote sites that are not under the control of 
COT Field Services staff. This includes users from contract agencies/companies as well 
as users connecting from home or on the road. 
 

Remote Users will be responsible for a logical progression of troubleshooting. 

 Contact their Local Area Network (LAN) technician to determine if their LAN and Wide 
Area Network (WAN) connection is properly configured and operating appropriately. 
For home users this would be a combination of their local expert and their Internet 
Service Provider. 

 Contact the Commonwealth Office of Technology (COT) to ensure the remote 
connection hosts are operational. This includes dial up accounts and Virtual Private 
Networks (VPN) hosts. 

 CHFS technical staff will only be responsible to determine the availability of Cabinet 
resources once it is determined that a Kentucky Information Highway (KIH) connection 
exists. 

In order to reduce CHFS liability, IT staff will not make or suggest configuration changes to 
remote non-CHFS equipment or service equipment at personal residence. 
 
CHFS staff is subject to follow all guidelines and requirements as outlined in Enterprise 
Policy: CIO-076 Firewall and Virtual Private Network Administration Policy.  
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3 Policy Maintenance Responsibility  
The OATS IS Team is responsible for the maintenance of this policy. 
 
 

4 Exceptions 
Any exceptions to this policy must follow the procedures established in CHFS OATS IT 
Policy: 070.203.  
 
 

5 Policy Review Cycle 
This policy is annually reviewed and revised on an as needed basis.  
 
 

6 References  
 Centers for Medicare and Medicaid Services (CMS) MARS-E 2.0 
 CHFS OATS IT Policies 
 CHFS OATS IT Standards  

 CHFS OATS Policy: 070.203- Security Exceptions and Exemptions to CHFS 
OATS Policies and Security Control Policy 

 Enterprise IT Policy: CIO-073- Anti-Virus Policy 
 Enterprise IT Policy: CIO-076- Firewall and Virtual Private Network 

Administration Policy  
 Internal Revenue Services (IRS) Publications 1075 
 National institute of Standards and Technology (NIST) Special Publication 800-

18 Guide for Developing Security Plans for Federal Information Systems 
 National institute of Standards and Technology (NIST) Special Publication 800-

12 An Introduction to Computer Security 
 National institute of Standards and Technology (NIST) Special Publication 800-

53 Revision 4, Security and Privacy Controls for Federal Information Systems 
and Organizations  

 Social Security Administration (SSA) Framework 
 

https://www.cms.gov/CCIIO/Resources/Regulations-and-Guidance/Downloads/3-MARS-E-v2-0-Catalog-of-Security-and-Privacy-Controls-11102015.pdf
http://chfs.ky.gov/os/oats/policies.htm
http://chfs.ky.gov/os/oats/itstandards.htm
http://chfs.ky.gov/os/oats/policies.htm
http://chfs.ky.gov/os/oats/policies.htm
http://technology.ky.gov/policy/Pages/CIO-073.aspx
http://technology.ky.gov/policy/Pages/CIO-076.aspx
http://technology.ky.gov/policy/Pages/CIO-076.aspx
https://www.irs.gov/pub/irs-pdf/p1075.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-18r1.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-18r1.pdf
http://dx.doi.org/10.6028/NIST.SP.800-12
http://dx.doi.org/10.6028/NIST.SP.800-12
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf
https://secure.ssa.gov/poms.nsf/lnx/0425025010

